
Jamf: Add the Umbrella Root Cert

In the Certificate Section:
1. Click Configure
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Jamf: Add the Umbrella Root Cert

In the Certificate Section:
1. Provide a name for 

the Certificate
2. Select Upload
3. Click Upload 

Certificate 
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Jamf: Add the Umbrella Root Cert

In the Certificate Section:
1. Choose the .cer file 

downloaded from 
Umbrella

2. Click Upload
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Jamf: Add the Umbrella Root Cert

In the Certificate Section, 
leave the password filed 
blank, then:
1. Click Scope
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Jamf: Add the Umbrella Root Cert

In the Add Deployment 
Targets section
1. Click Mobile Device 

Groups
2. Click Add next to the 

SDG that you 
created

3. Click Save 2
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Jamf: Add the Umbrella Configuration Profile

In the Mobile Device 
Configuration window
1. Click New
2. Name the profile
3. Scroll to DNS Proxy
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Jamf: Add the Umbrella Configuration Profile

In the DNS Proxy:
1. Click Configure
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Jamf: Add the Umbrella Configuration Profile

In the DNS Proxy:
1. Set APP BUNDLE ID: 

com.cisco.ciscosecurity.app
2. Set PROVIDER BUNDLE ID: 

com.cisco.ciscosecurity.app.CiscoUmbrella

3. Paste the XML content from Umbrella 
into the PROVIDER CONFIGURATION 
XML section

4. Click Scope
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Jamf: Add the Umbrella Configuration Profile

In the Add Deployment 
Targets section
1. Click Mobile Device 

Groups
2. Click Add next to the 

SDG that you 
created

3. Click Save 2
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