Jamf: Add the Umbrella Root Cert

In the Certificate Section:

1 ] Cl iCk Co nfi g u re — _ New Mobile Device Configuration Profile

Options Scope

macOS Server
Al unts
Not Configured

Configuration Profiles . Home Screen

nal Profiles

@ Domains Configure Certificate
I Not Configured
Use this section to specify X.509

certificates that will be added to the

Certificate
Not Configured e Configuration Profile
SCEP Configure

\ad Not Configured

APN
Not Configured

Cellular
Not Configured

Cancel Save
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Jamf: Add the Umbrella Root Cert

In the Certificate Section:

1.  Provide a name for -
the Certificate

2. Select Upload

3. Click Upload
Certificate

vfrar]n,
CISsCcOo

M on F

New Mobile Device Configuration Profile

Options Scope

CERTIFICATE NAME

SCEP
Lad Not Configured

5 APN SELECT CERTIFICATE OPTION
¥ Not Configured Certificate to be used for this configuration.
Upload
B Cellular
% Not Confi
CERTIFICATE X5
Single App
A%
rq Mode Upload Certificate
Not Configured
Global HTTP PASSWORD Password used to

{? Single Sign-On
& Not Configured

Certificate

VERIFY PASSWORD

Umbrella Root CA Cert for Proxy and Block Pages

f you would like to set up

secure certificate crede

ler, .p12, or

pfx) for inclusion o

Cancel Save



Jamf: Add the Umbrella Root Cert

In the Certificate Section:

1. Choose the .cer file
downloaded from
Umbrella Certicste

2. Click Upload

] .
Cisco



Jamf: Add the Umbrella Root Cert

In the Certificate Section,
leave the password filed
blank, then:

1. Click Scope

M nF

New Mobile Device Configu

Devices

Options Scop.

Certificate >
B e v Certificate x t

CERTIFICATE NAME

SCEP
e ot Confiqured
S Not Configu Umbrella Root CA Cert for Proxy and Block Pages
2 APN CERTIFICATE X5 der, .p12, or .pfx) for inclusion on the
T Notc
Upload Certificate
& Cellular
‘S“ Not Configured
FILENAME
» Single App Cisco_Umbrella_Root_CA. cer
A
£
ISSUER NAME
Global HTTP CN=Cisco Umbrella Root CA, O=Cisco
@ Proxy
Not Configured EXPIRATION DATE
06/28/2036
3 Single Sign-On
é‘ Not Configt red
PASSWORD P rd used to secure certificate credentials
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Jamf: Add the Umbrella Root Cert

In the Add Deployment
Targets section

1.
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New Mobile Device Configuration Profile

Click Mobile Device
Groups

Click Add next to the B
SDG that you Q ‘
created R
Click Save e




Jamf: Add the Umbrella Configuration Profile

In the Mobile Device
Configuration window

1. Click New
2. Name the profile
3. Scroll to DNS Proxy
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Devices

Configuration Profiles

Profiles

F

New Mobile Device Configuration Profile

Options Scope

(ad

?.

e
A

Genera >
= General
NAME Display name of the profile (shown on the device)

Umbrella Configuration Profile

DESCRIPTION Brief

explanation of the content or purpose of the profile

The Umbrella XML Configuration for DNS Proxy Settings

WI-FI

Not Configured CATEGORY Category to add the profile to
None ~

VPN

Not Co

DISTRIBUTION METHOD Me

od to use for distributing the profile

Mail Install Automatically v
Not Configured

Exchange

Cancel Save



Jamf: Add the Umbrella Configuration Profile

In the DNS Proxy:
1. Click Configure

Search Inventory

Configuration Profiles

Profiles

Enroliment Prc

Enroliment Inv
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F

New Mobile Device Configuration Profile

Options Scope

i

Conference
Room Display
Not Configured

AirPrint
Not Configured

Content Filter
Not Configured

Lock Screer
Me
Not Cor

DNS Proxy
Not Configured

&2 DNS Proxy (i0S 1
and later, supervised
only)

Use this section to configure DNS proxy

settings

Configure

Cancel



Jamf: Add the Umbrella Configurz

In the DNS Proxy:

Set APP BUNDLE ID:
com.cisco.ciscosecurity.app

Set PROVIDER BUNDLE ID:

com.cisco.ciscosecurity.app.CiscoUmbrella

Paste the XML content from Umbrella
into the PROVIDER CONFIGURATION

XML section
Click Scope

APP BUNDLE ID  Bundie

New Mobile Device Configuration Profile

DNS Proxy

> com.cisco. ity.app

PROVIDER BUNDLE ID  Bun

\4

PROVIDER CONFIGURATION XML  Vende

com.cisco. ity.app.CiscoUmbrella

<dict>
<key>customerNetworkProbeName</key>
<string/>

<false/>

y rotec y
<string>0</string>
<key>disableOnTrustedNetwork</key>
<string>0</string>
<key>disabled</key>
<false/>
<key>internalDomains</key>
<array>
<string>1Q.in-addr.arpa</string>
g>16,172.in-addr,arp: g
<string>17172,in-addrarpa</string>
ing>18,172.in-addr. ing;
ing>19172.in-addr. g
<string>20,172.in-addr.arpa</string>
<string>21172.in-addr.arpa</string>
<string>; rarpa</string>
<string>; I, ing
<string>. rarpa</string>
<string>; rarpa</string>
<string>; r.arpa</string>
<string>;
<string>;
<string>Z
<string>;

pa</string>

<key>label</key>
<string>$DEVICENAME</string>
<key>logLevel</key>
<string>verbose</string>
<key>noAutoSuffix</key>
<false/>
<key>noNXDOMAIN</key>
<false/>
<key>orgAdminAddress</key>
<string>loxx@cisco.com</string>
<key>organizationld</key>
<string>2033882</string>
<key>regToken</key>

<string; /q:

<key>st jum
<string>$SERIALNUMBER</string>
</dict>

Upload Provider Configuration XML




Jamf: Add the Umbrella Configuration Profile

In the Add Deployment
Targets section

1.  Click Mobile Device

New Mobile Device Configuration Profile

Groups D Mobile D Group
2.  Click Add next to the

SDG that you Q ‘

created R
3. Click Save —
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