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MS Intune:

To enroll iOS devices through Apple Configurator, create an Enroliment profile

The enrollment URL is needed when preparing and applying the blueprint (slide 7)

Microsoft Intune > Device Enroliment > Apple enroliment > Apple Configurator > Profiles

Create or view current Profile

Export current profile to view the enrollment URL

Home > Microsoft Intune > Device enroliment - Apple enroll > Apple Confi - Profiles

Apple Configurator - Profiles

Apple enollment

0 « + Create

O Overview To enroll i0S devices through Apple Configurator, create an enrollment profile. Learn more
Manage NAME DESCRIPTION USER AFFINITY
Devices .
InTuneEnroll used to enrollo devices false
Profiles

e
CIsco

Home > Microsoft Intune > Device - Apple > Apple Ct - Profiles > InTuneEnroll >

0O X

Setup Assistant Enrollment

Copy the profile URL into Apple Configurator with the iOS device attached to enroll the
device. This enrollment method resets the device to factory settings. All device data will be
lost.

Profile URL:

manage microsoftcom/MDMServiceC it | [

Direct Enroliment
Download the enrollment profile to Apple Configurator to push directly as a management
profile to a connected iOS device. No factory reset required.

Download profile




Intune uses "configuration profiles" to

MS Intune: DeVice Configuration > PrOfiIeS create and customize Settings

* Platform
L——— |ios &= v |
* Profile type
Microsoft Intune > Device configuration > Profiles Select a configuration type -
Select a configuration type

Device features

End result for CSC deployment - 3 Profiles. Device restrictions

Two Custom Profiles - Clarity & Umbrella Trused certficate €=
One Trusted Certificate Profile - Umbrella SCEP certiicate

PKCS certificate

PKCS imported certificate
VPN

Wi-Fi

Custom &=

Home > Microsoft Intune > Device configuration - Profiles

Device configuration - Profiles

[ o l « =}= Create profile == Columns ¥ Filter : ) Refresh L Export
© Overview [ 2

PROFILE NAME PLATFORM PROFILE TYPE ASSIGNED LAST MODIFIED
Manage
Profiles Clarity ios Custom Yes 8/07/19, 9:29 AM
B PowerShell scripts Umbrella ios Custom Yes 8/07/19, 9:29 AM
I= eSIM cellular profiles (preview) Umbrella_Certificate ios Trusted certificate Yes 8/07/19, 9:30 AM
Monitor

e
CIsco



MS Intune: Create a Custom Profile for Clarity

End Result.

Home > Microsoft Intune > Device configuration - Profiles > Clarity - Properties > Custom Configuration Profile

Clarity - Properties «
Device configuration profile
l/o Search (Ctr l « Hsave X Discard
*
© Overview Name
| Clarity vl
Manage e
Description
'I' Properties CSC deployment via Intune - Clarity v
s Assignments
Monitor * Platform
' i0S v
§ Device status [ I
H User status * Profile type
“ I Custom v I
& Per-setting status
Settings 5
v 3 configured
Scope (Tags) S

0 scope(s) selected

Custom Configuration Profile
ios

We will configure Clarity
from the AMP for Endpoints
dashboard next

* Custom configuration profile name @

* Configuration profile file : iOS_Clarity_amp_ios.xml @

downloaded for Clarity

Mobile Configuration

File contents

<Key>poliCy_name </Key>
<string>Protect</string>
<key>crash_dump_url</key>
<string>https://crash.amp.cisco.com/crash </string>
<!-- uncomment this block to add domain exclusions
<key>domain_exclusions_list</key>
<array>
<string>www.ignorethiswebsite.com </string>
<string>*.ignorethisdomain.com</string>
<string>www.internalintranetwebsite.com </string>
<string>*.office.wifi.com</string>
</array>
-—->
<key>TestUrl</key>
<string> https://mgmt.amp.cisco.com/health/</string>
<key>install_token</key>
<string>da0268dd-d366-485d-abd6-77e3cd2235af </string>
<key>serial_number</key>
<string>{{serialnumber}} </string>
<key>mac_address</key>
<string> </string>

Only change required to the

generic MDM configuration




Configuring Policy from the
Umbrella Dashboard
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Umbrella: Download the Umbrella Root Cert

Cisco Umbrella

Navigate to
Configuration > Root
Certificate

1. Click Download
Certificate

2. Save the resulting
.cer file

Core Identities
Networks
Network Devices
Roaming Computers
Mobile Devices
Chromebook Users
Configuration
Domain Management
Sites and Active Directory
Internal Networks
Service Account Exceptions

Root Certificate

@ Paul Carco

e

Deployments / Configuration

Cisco Root Certificate Authority

Nimin
cIsco

Get Started

Umbrella's Block Page feature presents an SSL certificate to browsers that make connections to blocked sites. The
certificate will match the requested site but will be signed by the Cisco Root Certificate Authority (CA).

DOWNLOAD CERTIFICATE

To verify your download, check the Cisco certificate’s SHA1 thumbprint and ensure that it matches
C5:00:1

For instructions for Windows, OS X and Linux and across Chrome, Firefox, and Safari on those platforms (as applicable), including
f

quidance with GPO, please read here: https://docs.umbrella.com/p ate-import.

TROUBLESHOOTING

v
CIsco




Umbrella: Download

Navigate to Identities >
Mobile Devices

1. Click on Manage MDMs

2. Since Intune is not yet
listed, click on download
our generic
mobileconfig file link

3.  Save the resulting file for
upload to Intune.

]
CIsco

Cisco Umbrella
Overview
Deployments
[r—
jr—
Network Devices
Roaming Computers
Mobile Devices
Ghromebook Users
Configuration
Domain Mansgement
Sites and Active Directory
e ve—
Service Account Exceptions
Root Certficate
Policies
Reporting
Admin

Investigate

@ Paul Carco
isco-int

umbrella-support@cisco.com

© Ui Mo

O Lave

ents / Icentities

bile Devices

() Paurs IPadj (FOFVIKTAGHKJ)

[0 Paul's iPhone (C6KSGN7HHG7F)

(0 CarcolPad (DLXM3YEYFK15)

the .mobileconfig XML

o)

Setings  Manage MDMs

Manage MDMs

Add or manage devices using the MDM of your choice.

Cisco Meraki

Unlink MDM  Provision MDM

Apple

Download MobileConfig

1BM Maas360
1BM MaaS360 2.
Download MobileConfig

R Jamf
%8 jamf
Download MobileConfig
. MobiConnect
mobiconnect
Download MobileConfig
Mobilelron
@ Mobilelron

Download MobileConfig

7 9y workspace one
e

Don’t see your MDM?
You can download our generic mobileconfig file and link the MDM manually.

Serial Number Last Sync 0s Version App Version Mam
FOFVIKTAGHKS 2 days ago 10S 12.3.1 0.0.0 Cisco Meraki
C6KSGN7HHG7F 3 days ago 108 12.3.1 0.0.0 Generic
DLXM3YEYFK15 6 hours ago 10S 12.3.1 0.0.0 Generic



Umbrella Config Changes

- There is only 1 field in the configuration that must be modified before
uploading to Intune.

- The Serial Number

<key>serialNumber</key>
<string>{{serialnumber}}</string>



Microsoft Intune

Creating Custom Configuration Profiles for CSC
Clarity & Umbrella
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Intune : Create the Clarity Profile

Navigate to Device
Configuration > Profiles >
Create

e
CIsco

Enter Name g\

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Custom Configuration Profile

Create profile X Custom Configuration Profile X
ios

* Name

* Custom configuration profile name i
[Intune,clariry ‘,] u iguration profi L] _Clarlry v

* Configuration profile file : “mobileconfigintuneClarity.xml" @

Description

Select iOS e —3
Select Custom
Click Configure

Enter Name (presented to
user.

Upload the profile
(mobileconfig)

Profile used to add Clarity to the Cisco v — —
Security Connector App. I ‘mobileconfigintuneClarity.xm| E
File cont
* Platform
[ios v www.apple.com
* Profile type
[ Custom v ‘
Settings
>
onfigure

Scope (Tags)
0 scope(s) selected

v

Create [___ox |



Intune : Create the Umbrella Profile

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Custom Configuration Profile

Create profile X Custom Configuration Profile m}
ios

Navigate to Device e —

Configuration > Profiles > (omee it g | Cosmerasimeione

Description

Profile used to add Umbrella to the Cisco - -
Security Connector App. | [ 'mobileconfigintuneumbreliaxmr |

1. Enter Name g B 0 | B

_ i 3
2. SelectiOS e .
3. Select Custom 0 e >

4.  Click Configure

* Configuration profile file : “mobileconfigintuneUmbrellaxml" @

<

5. Enter Name (presented to
user.

6. Upload the profile
(mobileconfig) —

e
CIsco



Intune : Create the Trusted Certificte Profile - Umbrella

Navigate to Device

Home > Microsoft Intune > Device configuration - Profiles > Create profile > Trusted Certificate

Configuration > Profiles > Create profile
Create o\ * Name
Umbrella-Trusted-Cert
1. Enter Name ID -
escription
. Umbrella Root Certificate v
2. SelectiOS
3.  Select Trusted g\ e 9
Certificate o
rofile type
. . \ Trusted certificate v ‘
4.  Click Configure e
Settings N
——9 Configure
5.  Select and upload the root ’
certificate ceope 1209 >

e
CIsco

0 scope(s) selected

v | |

Trusted Certificate 0O X
oS

| *Certificate file : "Cisco_Umbrella_Root_CA.cer" @

| *Avalid cerfile

| "Cisco_Umbrella_Root_CA.cer” IE




Home > Microsoft Intune > Groups - All groups

.2 Groups - All groups

™ Default Directory - Azure Active Directory
* il Delete Q) Refresh 22 Columns | W Got feedback?
] 24 Al groups -
=
4% Deleted groups Lo seucngos x| (g addites
NAME OBJECT ID GROUP TYPE MEMBERSHIP TYPE EMAIL
Settings
£ General . ASA_Access dee0aa05-972a-43ff-9fe5-b... Security Assigned
-3 Expiration . csC 830f25bd-3e64-4340-a5d6-... Security Assigned

ntune

= Access reviews

B Audit logs

Troubleshooting + Support
K Troubleshoot

& New support request

Intune uses Azure Active
Directory (AD) groups to
manage devices and users

e
CIsco

SOURCE

Cloud

Cloud



Intune : Create a group

Home > Microsoft Intune > Groups - All groups

.2 Groups - All groups

. - M Default Directory - Azure Active Directol
Navigate to Microsoft Intune > S
' + New group 3
Groups O me e
1. C“Ck New Gr0up Home > Microsoft Intune > Groups - All groups > New Group Add members
New Group

Select member or invite an external uses
l Pau‘

Paul Carco

* .
Group name @ pcarco@cusco.com

Enter a Management type (in | [«
this case ‘Assigned’ Group descrigtion

| Used for CSC deployment of devices, apps and profils

2. Select Group type Security /
3. Enter Group name !sxype /
4,

Paul G. Carco
pcarco@gmail.com

Paul’s iPad

5. Select an owner from the list

mm e @

. . * Membership type @
(adm|n |ISt nOt ShOWﬂ) Assigned Paul's iPhone
6. Select Members (search for e
devices if already enrolled)
Members
Selected members:
e No members selected

Cisco



Intune : Group created

e
CIsco

Home > Microsoft Intune > Groups - All groups > CSC

Ccsc

Group

© Overview

Manage

Properties

w4 Members

w4 Owners

4 Group memberships
# Applications

Licenses

Azure resources
Activity
= Access reviews

& Audit logs

Troubleshooting + Support
K Troubleshoot

Ol

% New support request

«

@ Delete
Cisco Security Connector
Membership type l Assigned
Source l Cloud
Type l Security
Object Id ‘ 830f25bd-3e64-4340-a5d6-cdeda57c¢6b20
Members
24 0 User(s) 24 0 Group(s) B 3 Device(s)
Group memberships Owners

0 ;:.1\

0 Other(s)




Intune : Assign previously created Profiles to the Group

Steps the same for all 3 Profiles — Clarity used as example
Navigate to Microsoft Intune > Device configuration > Profiles

1. Select a previously created Profile

Home > Microsoft Intune > Device configuration - Profiles

Device configuration - Profiles

0 ‘ « == Create profile == Columns Y Filter ) Refresh L Export
© Overview ‘ L o
PROFILE NAME PLATFORM PROFILE TYPE ASSIGNED LAST MODIFIED
Manage
Profiles Clarity i0s Custom Yes 8/11/19, 1:57 PM
B PowerShell scripts Umbrella (o Custom Yes 8/07/19, 9:29 AM
Y= eSIM cellular profiles (preview) Umbrella_Certificate i0S Trusted certificate Yes 8/07/19, 9:30 AM

e
CIsco



Intune : Assign previously created Profiles to the Group

o_

Navigate to Microsoft Intune >
Device Configuration > Profiles

1. Selected Profile Open

2, Use the Assign to pull-down
to open the list of available
groups.

3.  Add the Clarity Profile to
the CSC Group

Note: Repeat for the Umbrella
and Trusted Certificate Profiles

e
CIsco

Home > Microsoft Intune > Device configuration - Profiles > Clarity - Assignments

.8 Clarity - Assignments
uM e

evice configuration profi

—_—
(o serchcriep |
O Overview

Manage

'I' Properties

w4 Assignments
Monitor

H Device status
8 User status

H Per-setting status

Select groups to include

Azure AD groups

Select
Hsave X Discard  / Evaluate ‘ e
Include  Exclude
B ASA _Access
Assign to
Selected Groups v ‘ sC

Select groups to include

csc

Selected members:

No members selected



Intune : Assign previously created Profiles to the Group

Home > Microsoft Intune > Device configuration - Profiles > Umbrella_Certificate - Assignments

End result:

® Umbrella_Certificate - Assignments

Y]
MM pevice configuration profile

‘/O ‘ « FHsave % Discard  +/ Evaluate
All 3 profiles assigned to the CSC @ o prute
group. — Coiaar oo o]
s Assignments Select groups to include
>

Home > Microsoft Intune > Device configuration - Profiles > Clarity - Assignments

® (Clarity - Assignments

°
l. Device configuration profile

X Discard  +/ Evaluate

Monitor

H Device status csc b

& User status

& Per-setting status

Home > Microsoft Intune > Device configuration - Profiles > Umbrella - Assignments

+.® Umbrella - Assignments
I.

Device configuration profile

¥ Discard  «/ Evaluate

«

(o
,,,,,,,,,,,, O Overview Exclude
© Overview h |
! Include | Exclude
Manage Assign to
Manage Assign to 1! Properties Selected Groups v
i Selected G 8 A
1! Properties & roues e J s Assionments Select groups to include N

2® i
Baficslonments Select groups to include

Monitor

& Device status csc h .

& Userstatus

H Per-setting status

e
CIsco

Monitor

& Device status csc h

& Userstatus

B Per-setting status



Microsoft Intune

Adding and Assigning the Cisco Security Connector App

NAME PUBLISHER
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Intune : Apps previously added to Intune

Home > Microsoft Intune > Client apps - Apps

Navigate to Microsoft Clien apps - Apps

App install status

I ntu ne > C I ie nt a s > [p \ « == Add Q) Refresh ¥ Filter L Export == Columns
p p © Overview [o]
A p ps Manage NAME TYPE STATUS ASSIGNED
E Apps Cisco AnyConnect iOS store app Yes
App protection policies Cisco Business Class Email iOS volume purchase program app No
5 App configuration policies Cisco Security Connector iOS store app Yes
B App selective wipe
Cisco Security Connector iOS volume purchase program app No
L) - L) ®, oS app provisioning profiles
I S IS a I St o p ps Cisco Webex Teams iOS volume purchase program app No
Monitor
- Firefox: Private, Safe Browser iOS store app No
reviously added 8 e
Google Chrome iOS store app No
# Discovered apps
= Intune Company Portal iOS volume purchase program app No
=

e
CIsco

App protection status

H Audit logs

Setup

iOS VPP tokens

+ | Windows enterprise certificate
+ Windows Symantec certificate
B Microsoft Store for Business
Windows side loading keys

Branding and customization

App categories

Managed Google Play

Help and support



Intune : Add the Cisco Security Connector App

Client apps - Apps o
Navigate to Microsoft —

i L ‘ Add | Q) Refresh Y Filter L Export == Columns
Intune > Clientapps > 7
Apps

Home > Microsoft Intune > Client apps - Apps > Add app

1. CIle +Add Add app 0 X

2. App type > iOS o 3
3. Search for Cisco >

Cisco Security Connector

Security Connector

* App information >
. Configure
4. Configure — Defaults Scope g9 ,

0 scope(s) selected

are fine.

e
CIsco



Intune : Add the CSC App to the CSC Group

Navigate to Microsoft
Intune > Client apps >
Cisco Security Connector -
Assignments

1. Click Add Group

e
CIsco

Home > Microsoft Intune > Client apps - Apps > Cisco Security Connector - Assignments

, & Cisco Security Connector - Assignments
Ilu Client Apps

E C Rse Xoed A
0 Overview
Manage
!I!" Properties ! GROUP ASSIGNMENT TYPE MODE
o Assignments No assignments, select ‘Add group' to add a group
Monitor

B Device install status
Yo Userinstall status

8 App licenses

LICENSE TYPE



Intune : Add the CSC App to the CSC Group

Navigate to Microsoft

I ntu ne > C I ie nt a p ps > Home > Microsoft Intune > Client apps - Apps > Cisco Security Connector - Assignments > Add group
CiSCO SeCU |"|ty Con nector — ;& Cisco Security Connector - Assignments « X Add group o X

Client Apps

Assignments > Add group [, 1« Bsme X o

When excluding groups, you &z

H erview cannot mix user and device
2. Select an assignment o ) i
type. Most likely Required "™ e
Propemes GRO... ASSL.. MODE VPN LICE...

Select groups where you want to asgj

. N
i Assignments No assignments, select 'Add group' to ad... app.

Monitor Assignment type
Select assignment type A

b Device install status

Available for enrolled devices

Yo User install status .
Required

& App licenses Uninstall

Excluded Groups

e
CIsco



Intune : Add the CSC App to the CSC Group

Navigate to Microsoft Intune
> Client apps > Cisco
Security Connector —
Assignments > Add group
> Assign

3. Click on Included Groups

4. Under Assign click on
Select Groups to Include

5. Choose the desired group
6. Click on Select

e
CIsco

Home > Microsoft Intune > Client apps - Apps > Cisco Security Connector - Assignments > Add group > Assign

..® Cisco Security Connector - Assignments
B Ciicnt Apps

o “‘ FHsave X Discard

© Overview

Manage

!I' Properties GRO.. ASSL. MODE VPN  LICE..

. aa
gaa Assignments No assignments, select "Add group’ to ad...
Monitor

B Device install status

Yo User install status

Select groups
. Azure AD groups
Assign

Select @

If a group it
remove it fi

ASA_Access
Select the groups whe
need to assign it to th

e

All users and device:

Make this app require

Make this app require

Selected groups

Select groups to in

Selected members:
GROUP

No members selected
No groups selected




[ QuickTime Player File Edit View Window Help

QG ESTH® T B Mnta7PM Q Q =

Home > Microsoft Intune > Devices - All devices > Paul’s iPhone-ManagedE

", Paul’s iPhone - Managed Apps

& O Refresh

© Overview [ -

APPLICATION
Manage
Properties Cisco AnyConnect
: Cisco Security Connector
Monitor
I Hardware

:® Discovered apps

Device compliance

=

Device configuration

App configuration

&

Security baselines

Managed Apps

NI
cisco

all 9:41 AM

Settings

(12 1) Paul Carco
'SC

Update Apple ID Settings

Apple ID, iCloud, iTunes & App Store

Airplane Mode

2 ) 4

Wi-Fi PGC-Cisco

=
Bluetooth

Cellular

Notifications

Sounds & Haptics

INSTALLATION STATUS

© Available for install

@ Installed




