
Intune Configuration



MS Intune:
To enroll iOS devices through Apple Configurator, create an Enrollment profile

The enrollment URL is needed when preparing and applying the blueprint (slide 7)

Microsoft Intune > Device Enrollment > Apple enrollment > Apple Configurator > Profiles 

Create or view current Profile 

Export current profile to view the enrollment URL



MS Intune:  Device Configuration > Profiles

Microsoft Intune > Device configuration > Profiles  

End result for CSC deployment  - 3 Profiles.     

Two Custom Profiles - Clarity & Umbrella
One Trusted Certificate Profile  - Umbrella 

Intune uses "configuration profiles" to 
create and customize  settings



MS Intune: Create a Custom Profile for Clarity 

End Result. 

We will configure Clarity 
from the AMP for Endpoints 
dashboard next



Configuring Policy from the 
Umbrella Dashboard



Umbrella: Download the Umbrella Root Cert

Navigate to 
Configuration > Root 
Certificate
1. Click Download 

Certificate
2. Save the resulting 

.cer file
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Umbrella: Download the .mobileconfig XML

Navigate to Identities > 
Mobile Devices

1. Click on Manage MDMs

2. Since Intune is not yet 
listed, click on download 
our generic 
mobileconfig file link

3. Save the resulting file for 
upload to Intune. 2
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• There is only 1 field in the configuration that must be modified before 
uploading to Intune.
• The Serial Number 

Umbrella Config Changes

<key>serialNumber</key>        
<string>{{serialnumber}}</string>



Microsoft Intune

Creating Custom Configuration Profiles for CSC
Clarity & Umbrella



Intune : Create the Clarity Profile

Navigate to Device 
Configuration  >  Profiles > 
Create

1. Enter Name

2. Select iOS

3. Select Custom

4. Click Configure

5. Enter Name (presented to 
user.

6. Upload the profile 
(mobileconfig)
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Intune : Create the Umbrella Profile

Navigate to Device 
Configuration  >  Profiles > 
Create

1. Enter Name

2. Select iOS

3. Select Custom

4. Click Configure

5. Enter Name (presented to 
user.

6. Upload the profile 
(mobileconfig)
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Intune : Create the Trusted Certificte Profile - Umbrella

Navigate to Device 
Configuration  >  Profiles > 
Create

1. Enter Name

2. Select iOS

3. Select Trusted 
Certificate

4. Click Configure

5. Select and upload the root 
certificate
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Microsoft 
Intune
Groups

Intune uses Azure Active 
Directory (AD) groups to 
manage devices and users



Intune : Create a group

Navigate to Microsoft Intune > 
Groups 

1. Click New Group

2. Select Group type Security

3. Enter Group name

4. Enter a Management type (in 
this case ‘Assigned’

5. Select an owner from the list 
(admin list not shown)

6. Select Members (search for 
devices if already enrolled)
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Intune : Group created 



Intune : Assign previously created Profiles to the Group 
Steps the same for all 3 Profiles – Clarity used as example

1

Navigate to Microsoft Intune > Device configuration > Profiles

1. Select a previously created Profile 



Intune : Assign previously created Profiles to the Group 

Navigate to Microsoft Intune > 
Device Configuration > Profiles

1. Selected Profile Open 

2. Use the Assign to pull-down 
to open the list of available 
groups.

3. Add the Clarity Profile to 
the CSC Group

Note: Repeat for the Umbrella 
and Trusted Certificate Profiles 
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Intune : Assign previously created Profiles to the Group 
End result:

All 3 profiles assigned to the CSC 
group.



Microsoft Intune

Adding and Assigning the Cisco Security Connector App



Navigate to Microsoft 
Intune > Client apps  > 
Apps

This is a list of Apps 
previously added 

Intune : Apps previously added to Intune 



Intune : Add the Cisco Security Connector App 

Navigate to Microsoft 
Intune > Client apps  > 
Apps
1. Click +Add
2. App type > iOS
3. Search for Cisco 

Security Connector 
4. Configure – Defaults 

are fine. 
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Intune : Add the CSC App  to the CSC Group

Navigate to Microsoft 
Intune > Client apps  > 
Cisco Security Connector -
Assignments

1. Click Add Group
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Intune : Add the CSC App  to the CSC Group

Navigate to Microsoft 
Intune > Client apps  > 
Cisco Security Connector –
Assignments > Add group

2. Select an assignment 
type.  Most likely Required
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Navigate to Microsoft Intune 
> Client apps  > Cisco 
Security Connector –
Assignments > Add group 
> Assign

3. Click on Included Groups

4. Under Assign click on 
Select Groups to Include

5. Choose the desired group

6. Click on Select 

Intune : Add the CSC App  to the CSC Group
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